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ABSTRACT 
In this article, we propose an intelligent architecture based on a multi-agent system that allows adapting the 

number of data-mule tours according to the state of the monitored environment. In our case robots’ tours are 

planned at fixed frequencies, but when the data collected by the mobile nodes shows unusual behavior, our 

architecture can decide to dedicate a mobile node specially to the risky area. Moreover, the gateway decides to 

activate the appropriate robot to achieve the goal, within the energetic constraints of the platform and making 

sure that the exchange of information between the robot and the gateway remains maintained up to achievement 

of the objective. 

 

KEYWORDS: wireless sensor network, data mule, gateway, multi agent systems. 

 

 

1. INTRODUCTION 
The collection, observation and monitoring of physical data from an environment is omnipresent. Indeed the 

temperature, the humidity, the sound, the luminosity or the speed are essential for many applications like the 

discovery of free space in a parking lot, pollution measurement, road traffic, prevention of forest fire [1] [2] [3] 

[4]. The monitoring system may be Mobile Ad-Hoc Network (MANET), Vehicle Ad-Hoc Network (VANET) 

or Wireless Sensor Network (WSN). The MANET approach is to collect and disseminate information captured 

through mobile nodes. It is a sort of ad hoc wireless network; self-configurable network of mobile routers 

connected by wireless links whose union forms an arbitrary topology. Routers are free to move at random and 

organize themselves arbitrarily; thus, the wireless topology of the network can change quickly and unpredictably 

[5]. An example of the use of MANETs in monitoring data can be found in [4][6].  The use of mobile equipment 

operated by a person traveling in the area of interest while sampling the required environmental parameters can 

be a slow and expensive process. An alternative could be the use of Vehicles Ad-hoc Networks. The VANET is 

the important subset of MANET application it uses the vehicles in the form of mobile nodes. The vehicular 

nodes do perform data collection, data transmission, as well as data routing. Two kinds of communication are 

supposed Vehicle-to-Vehicle as well as fixed infrastructure called Road Side Units (RSU) where the road side 

units might be cellular base station. VANET is used for various purposes. For example attaching sensors on 

nozzles or cars allows the collection and analyzes of data about air quality [2]. Another example is Traffic 

monitoring as illustrated in  [3]. The vehicle node overcomes the disadvantages of MANET, however, the usual 

way of collecting data may be problematic. Indeed there are some challenges in VANET such as high mobility 

[7] and quick changes in topology [8]. On the other hand there are wireless sensors networks, which have the 

particularity of always having a server to process and store all the information, collected on the environment. An 

WSN can be defined as a group of interacting nodes distributed over a given area to measure a physical quantity 

or monitor an event. In such a network, each node is an electronic device that has communication storage and 

energy storage capability. The information collected by the sensor nodes is transmitted to the base stations for 

processing, alert management etc. Limited energy is one of the key challenges of WSN, considering the nodes 

are most often battery operated. Maintaining the network (e.g. replacing batteries) is a critical restriction as it is 

usually difficult to access the nodes due to their location. Power supply that harvests power from the 

environment such as solar panels may be added to the node depending on the suitability of the environment 

where the sensor will be deployed [9]. However, external power supplies often have a non-continuous behavior, 

thus making the presence of the battery essential [10]. Different energy-efficient approaches in various network 

layers are proposed in the literature for improving network lifetime, such as energy-efficient MAC layer  
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protocols (datalink layer), power control mechanisms (physical layer), data-gathering/routing protocols 

(network layer) [11][12]. Mobility is another approach for improving network life time [20][26]. 

 

This article proposes an original architecture based on multi agents system that allow to adapt the number of 

tour of the data mules according to the state of the monitored environment. Our article is organized as follows. 

Section 2 gives an overview on many WSN projects that use mobile nodes. In section 3 we present our 

architecture it’s modeling and it’s implementation with AgentTool3. In section 4, conclusion and perspectives 

are presented. 

 

2. STATE OF ART  
 

Mobile node in WSN 

Wireless sensor network architecture consists of sensor nodes, which are used in environmental monitoring. The 

sensor nodes communicate with each other and send the processed data to the sink node. All the nodes send data 

to the sink node, which is further sent to users through the Internet. 

 

We cab introduce mobility in any component of the wireless sensor network. Indeed, mobility can be introduced 

into sensor networks using mobile Data MULE. The concept of a Mobile Ubiquitous LAN Extension (MULE) 

stems from the idea of deploying mobile agents for carrying information [13][14]. Mobile nodes are responsible 

for collecting data directly from stationary nodes (NS). The NS wait for the passage of the mobile node, to 

transmit to it the captured data. The mobile node returns to a remote base station to load the collected data [15] 

[26]. As a result, ordinary nodes can save energy because communication is short range; contention and the 

broadcast overheads are reduced. Another advantage of mobility is that it is no longer necessary to deploy a 

large number of nodes. Indeed as mobile elements can reach isolated nodes in the network, the number of 

deployed nodes can be decreased considerably. This type of configuration assumes that the latency can be 

unbearable [15]. 

 

Mobile base station represents the case where the base station of the sensor network is mobile. This 

configuration has been used in several works [16] [17]. This approach aims to solve the problem in a WSN, in 

which first-hop neighbors of a fast rate of message depletion due to a high rate of message forwarding. 

Furthermore, mobility can be either controllable or uncontrollable depending on the mobility scheme used [18]. 

Uncontrollable mobility refers to move randomly in the area without considering any network parameter (such 

as nodes remaining energy)[19]. 

 

In controlled mobility, mobile node can visit static nodes at specific times and the speed and trajectory can be 

tuned [20]. 

 

Agent vs Object 
Agents and objects perform and coordinate their actions in dynamic environments to achieve the goals of the 

organization. However the objects and agents are distinct enough to treat themselves differently [23]. 

 

According to [24] an agent can be a physical or virtual entity that can act, perceive its environment ( at least 

partially) and communicate with others. He is autonomous and has skills to achieve its goals and tendencies. 

The main point about agent is their autonomy. Indeed when an agent is running on a system, it has absolute 

control over its behavior. No external elements, such as the environment or another agent can control an agent. 

Agents can be classified as cognitive or reactive [21]. The reactive agents are elementary agents with a defined 

position in time and space. Cognitive agents, on the other hand, behave in a more complex way, and their 

actions are also based on past experience. While cognitive agents, for each possible sequence of perceptions, act 

to maximize a given utility function [22], the reactive agents act as a consequence of the perception of stimuli 

from other agents or the environment. Objects can not have multiple goals and are not proactive. Thus, 

proactivity is another property that differentiates agents from objects. Agents must be robust to recover from 

failures due to harsh environments therefore they need to be flexible. 
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3. PROPOSED ARCHITECTURE 
 

General Architecture 
The basic components of our system are described in figure 1. It is Base station (BS), mobile nodes and the 

Remote environment to monitor (RMP). The RMP is equipped with static nodes measuring data by sensing. 

Mobile nodes (robots) are used to move to static nodes and download data collected by them. The robots are 

bundled with GPS, Zigbee, infrared, Bluetooth and Wi-Fi communication, by means of which it can 

communicate with static nodes, receive commands from the base station and send response. 

 

The gateway or base station carries out various tasks, such as authentication of remote users, and executing their 

special command concerning the monitoring of a specific area. Moreover the gateway can adapt the number of 

mobile node tours according to the state of the monitored environment. 

 

In our case,we control the mobility; the robots do their tours at fixed frequencies and visit the static nodes at 

precise times. When the data collected by the mobile nodes seems risky, our architecture can make the decision 

to review the touring frequency according to its experiences and knowledge. The risky area is defined by the 

user as some indicators trespassing certain thresholds. In the case where the zone is considered as risky, the base 

station decides to activate the appropriate robot for achieving the special mission, which consists in roaming 

around this zone. The choice of the mobile node is made within the energetic constraints of the platform and 

making sure that the information exchange between the robot and the gateway remains maintained up to 

achievement of the objective.  

 

Figure: 

 

 

 

 

 

 

 

 

 

 
General Schema 

 

Multi Agent Architecture 
The architecture proposed in this work acts as an interface between the remote user and the environment to 

monitor. It allows the gateway (node) to collect user requests securely, manage mobile nodes intelligently, and 

transfer collected data to remote users. Users are alerted when indicators go beyond a certain range. Each agent 

is autonomous and able to cooperate, coordinate and communicate with other agents to achieve the system task. 

The agents can be reactive or cognitive. They are provided with two functions, the communication and the 

realization of its own task. The task of communication consists of passing information to the other agents or 

simply to relieve messages for the other agents. The specifics tasks consist of checking, trying, normalizing data 

or make decision. 
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Global architecture 

 

The figure 2 shows the different agents of our architecture; bellow the description of each agent. 

SMS Agent: The sms agent receives the sms stream as input. It checks the user's identity using two-factor 

authentication. Two-step validation is a procedure to enhance connection security. For the sms agent this 

authentication is done through a challenge that the phone regulator must answer. When authentication is 

successful, the gateway activates the Internet service and a TOKEN (one-time validation code or authentication 

code) is sent to the user for remote access via the web to his account.  

 

Web Agent: The web agent receives the html stream as input. It authenticates web users and normalizes the data 

resulting from the user's request to send them to the database agent. Authentication is done with the validation 

code (one-time password) that the legitimate user obtained via his mobile in the previous step (sms agent). The 

ssl protocol is used to secure communication between our platform and the remote user (for confidentiality).  

 

Perception agent: This agent loads the data collected by the mobile nodes. This data comes from sensors 

deployed in the environment to monitor. We find also another type of data, which concerns the mobile node 

(state of batteries.). The agent processes them globally and then transfers them to the database agent who is 

responsible for storing them in Real database. This database describes the current state of the monitored 

environment and the energetic state of mobile nodes. 

 

Alarm Agent:  The main objective of handling pre-processed data stored in Real and Predictive databases is the 

identification of alarms. There are two types of alarms: formal alarms, regulated by thresholds imposed by law, 

and custom alarms defined by user needs and which take into account local phenomena and trends.  

 

In some cases, the alarm agent has to make decisions about an indecisive environmental situation when for 

example the alarm triggering rules do not match 100% with the situation the agent is facing. The alarm agent 

must be able to decide whether or not the alarm will be triggered. 

 

Learning Agent: The objective of this agent is to make a future forecast of the state of the monitored 

environment. 

 

This forecast is built from the data captured by the sensor network and stored in the real database, its knowledge 

base (BC) that contains all the rules necessary to the gateway for decision-making and also a particular Database 

(DB) that contains seasonal data.  

 

For example if the environment to be monitored is a university parking lot then the database will be filled by the 

university's weekly schedules. All decisions taken by the learning agent are stored in its knowledge base, and an  
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update of the representation is made. Management agent: From the predictive databases and the real databases 

this agent is able to decide if and when a certain part of the environment should be controlled. 

 

Communication Control Agent: Depending on the status of the various mobile nodes made available to the base 

station, the role of this agent to choose the mobile node best suited to perform the desired mission in terms of 

communication device available but also in terms of energy performance. 

 

In our case we have chosen the Belief-Desire-Intention (BDI) agent architecture to model the communication 

control agent. The BDI model is one of the most successful theoretical models of rational agents. This model 

allows the agent to maintain a belief base (BC) and complete deductive reasoning through the manipulation of 

the BC. 

 

The actions selection agent this agent must choose the robot behavior according to all the information available 

and necessary to this choice: the fixed goal, representations and the robot localization. The action selection 

agent contains a path planner, a navigator and a pilot. The path planner may take a goal as input and gives an 

optimal path for achieving the goal as output. The Navigator must translate a path into a trajectory that take into 

account the physical constraints of the robot. The function of the pilot is to convert this trajectory into orders to 

be performed by the action agent. 

 

4. IMPLEMENTING THE PLATFORM 
Our test platform consists of a soekris box which acts as a gateway and which contains our proposed 

architecture, a set static sensor nodes (Arduino Type) and three mobile nodes (NXT Type). 

 

Designing the model 
The design of our multi-agent system was realized on agenTool3 software. AgentTool III (or aT3) is a project of 

the Multiagent & Cooperative Robotics (MACR) Laboratory at Kansas State University. it is a Java-based 

graphical development environment that allow the developer to analyze, design, and implement multiagent 

systems.  It is designed to support the Organization-based Multiagent Systems Engineering (O-MaSE) 

methodology. O-MaSE framework provides the concepts, rules, methods fragments, and guidelines needed  to 

assemble O-MaSE compliant processes [25]. The current set of O-MaSE models that AgentTool III supports 

includes: Goal Model, Value-based Goal Model, Agent Model ,Role Model, Organization Model, Protocol 

Model, Plan Model, Capability-Action Model, Domain Model and Policy Model.   

 

The design of the proposed architecture is described through the tree Agent diagrams, class agent diagram which 

is a structural diagram, plan diagram and protocol diagram which takes place with interaction diagrams 

 

Agent class Diagram 
An Agent Class Model defines the agent classes and sub-organizations that will populate the organization. 

Agent Models are static models that may include agents, actors, organizations, roles, capabilities, protocols and 

services. A relationship between the various entities includes inheritance, possessing, playing, requires, and 

provide.  
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Agent Class Diagram 

 
The Figure 3 shows a part of our Agentclass diagram. The main role of the SMS glove is to establish the SMS 

connection between the remote users and the gateway. It has the capability "Authenticate User" which includes 

several actions among them the encryption and the decryption of the SMS. 

 

Protocol model 
The design of the cooperation between the agents is defined by a sequence of exchange of messages. A message 

exchange follows a certain sequence. Figure 4 represents the "new connection" protocol diagram. After 

receiving a new SMS, the gateway via the SMS agent sends a request to the database to obtain the secret 

question and the encryption key of its recipient. The sms agent encrypts the question and sends it to the remote 

user. When the answer to the question is received by the gateway, the same agent decrypts it. If the answer is 

correct, the agent activates the web agent that triggers the Internet. 

 

 
 
 
 
 
 
 
 
 
 

New Connection Protocol Diagram 

 

Plan Model 
The Agent Plan Model is a Finite State Automata-based model that describes how a role/agent can achieve a 

goal. The Plan Model uses actions defined in the Capability Model to perform its basic actions. 
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Management Agent Plan Model 

 

Figure 5 represents the model of the management agent. When the agent reads the database, it first proceeds to 

an evaluation of the environment to be monitored. In fact, depending on the data relating to the environment, the 

agent is able to decide if a location needs additional monitoring. If the zone represents a risk then the 

management agent will have to propose the best routes allowing serving this new demand. 

 

The proposed new path will be sent to the Communication Control agent who will choose the most suitable 

robot to accomplish the mission. In the case where the environment does not present any anomaly requiring the 

tour of the robot is done in a normal way. 

 
5. CONCLUSION 

In this paper we have proposed a new generic distributed architecture based on multi-agent systems to assign to 

the mobile system the autonomy and the intelligence in order to interact with a risky environment. One of the 

perspectives of this work is to optimize mobile node rounds in case of an emergency by taking into account 

additional constraints. The constraints to be satisfied can be of different types such as the capacities of the 

vehicles, the times, constraints of acccibility, priority constraint etc. 
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